Privacy Without Guarantees:
Healthcare and Genomics

in the age of Big Data
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Benefits of Genomic Big Data:
Personalized Healthcare
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Blood pressure drug shrinks cancer in ‘miracle’ clinical trial

Woman's cancer disappears under miraculous
treatment
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Scientists don't like the word miracle,
> but it's hard to think of a better way to
describe this patient's journey.

CTV Vancouver: Miraculous cancer treatment
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The Acute-Myeloid Leukemia (AML) Project:

2011-2014

Canada: The GE3LS Research Program

e G = Genomics and its

o E3 = Ethical, Environmental, Economic
v kb = Legal and

e S = Social aspects
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Methods

» Used data-linkage to develop database of 214 stakeholders
* |dentified sub-group of 100 genome researchers and clinicians

« 36 active BC genome clinical researchers (response rate 53%)
« 7 policy decision makers (response rate 70%)
* 43 in-person, semi-structured interviews

« Computer-assisted analysis of qualitative data using NVivo
» Quantitative analysis of key attributes
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Genomics as a Space of Convergence
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Digital DNA and Privacy Challenges
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Informed consent

ends here
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Privacy without Guarantees

Privacy in the Network Society:

* Who has the ability to access
data?

* Who has the right, and why?

 How are they interpreting and
using the data?
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As the Department of Health starts to draw a map of thousands of genomes, will
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Informational Risk

THE B l O ( ; ‘ Featuring fresh takes and real-time analysis from
HuffPost's signature lineup of contributors
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Genetic Discrimination Means the
Choice Between Life and Life
Insurance
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Co-authored with Bev Heim-Myers, Chair,
the Canadian Coalition for Genetic
Fairness and CEO, Huntington Society of
Canada

Protecting members of our society from
discrimination based on the colour of their
skin, ethnicity, or ancestry is a fundamental
Canadian value. Unfortunately, Canadians

across the country currently face real as
well as potential future discrimination
based on their DNA. Genetic discrimination is a reality in Canada, with out-dated
laws enabling insurance companies and employers to target individuals and families
based on the results of genetic testing.

The economic and social
consequences involved in
making one’s private data
public

The impact of incidental
findings that may also affect
one’s family members

The long-term participatory
risks for research participants.

@frizzbarks @pachowwhite



N |

>
namre International weekly journal of science Sisnizlemniy

Home | ¢ | Research | Careers & Jobs | Current Issue | Archive | Audio & Video | For Authors

s o> o> 05 o= S e 3

[ E-alert RSS [ Facebook [ Twitter

Recommended

Privacy loophole found in genetic databases

DNA donors' identities can be determined from publicly available records.
Erika Check Hayden
17 January 2013

\ Rights & Permissions

A potentially serious loophole could allow anyone

CRISPR, the disruptor

A powerful gene-editing technology is the biggest
game changer to hit biology since PCR. But with its
huge potential come pressing concerns.

to unmask the identities of people who contribute
their DNA sequences to some research projects,
researchers report today.

This is the latest in a series of findings over the
past five years that have highlighted privacy
vulnerabilities in public databases containing
genetic data. The US National Institute of General
Medical Sciences (NIGMS), part of the National
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research community must respond to the genetic privacy issue.
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/ Recommendations: the AML Project

e Greater transparency with
patients about the risks and
benefits of digital genomic data.

e Highlight the role of the Internet
and genomic databases, and
their implications.

e Critical socio-technical research
into applied practice at the
community level.
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Other Privacy Recommendations

e Global data-sharing model with
third-party assurance
mechanisms

e E-governance system to ensure
ethical, legal compliance

e Genome industries to carry
insurance for data breaches
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The Challenge for Genomic Big Data

Innovation in both medical
research and privacy policies.

Foster both scientific discovery
and greater transparency.

Promote space of
convergence: genome-based
healthcare and privacy aren’t
opposing forces but equally
important factors for social
progress.
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